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Abstract. Digital Business Ecosystems (DBEs) increasingly rely on the
sharing of sensitive data between stakeholders to foster collaboration.
However, to restrict access to this data, traditional security mechanisms
are often not sufficient. This paper investigates one such case, part of the
Horizon Europe MUSIC360 project, where policymakers want to know
the economic value of music at the industry level. We propose a solu-
tion design approach that systematically links scenario-specific require-
ments to technical features of Privacy-Preserving Computation (PPC). A
proof-of-concept experiment using the Prio+ protocol demonstrates the
usability of our approach by showing that the selected implementation
meets both the functional and security requirements.
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1 Introduction

A digital business ecosystem (DBE) is a system of economic actors that depend
on each other for their economic well-being and survival [44]. Over the years,
DBEs have become complex and decentralized, where numerous stakeholders
exchange things of economic value, and to do so, share and transfer data. Data
sharing, especially in the case of valuable or privacy-sensitive data, comes with
the requirement to restrict access to data to selected parties [13]. Often, data
can be protected by traditional security practices, like various ways of access
control. However, there exist use cases where these well-known solutions are
not sufficient. One of these cases is discussed in the paper, namely the need
to calculate the average revenue of a set of companies, without disclosing the
revenue of each company to the party(ies) that calculate(s) the average revenue.

In the Horizon Europe MUSIC360 project, we aim to understand the value of
music. For example, an EU policymaker wants to know the average revenue of all
EU rightholders (performers, lyricists, and composers) by genre. The MUSIC360
platform collects this data across Europe and stores it in a decentralized way,
controlled by the data owner or their representative. The platform is designed
such that stakeholders keep control of their own data and decide if and how
to disclose their revenue information. Rightholders are willing to help answer
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policymakers’ questions but, for privacy reasons, they do not want to share the
individual revenue data. Also, there is no trusted third party who can collect all
rightholders’ revenue data, calculate the average, and share it with policymakers.

Such use cases can be solved by advanced privacy-preserving computation
(PPC) techniques, such as Secure Multi Party Computing (SMPC), Homomor-
phic Encryption (HE), or Differential Privacy (DP). However, PPC is highly
technical and requires a thorough understanding of cryptography and mathe-
matics. What is lacking is a comprehensive approach to guide the selection and
integration of these technologies for concrete use cases, which can be applied
by practitioners. In contrast, existing PPC research focuses on the techniques
themselves or narrow application domains at best, leaving practitioners without
actionable guidance. A systematic approach to evaluating PPC techniques for
DBEs is absent, complicating decisions for industry professionals. Also, PPC
technologies such as secure multi-party computation (SMPC) are often costly
and complex. This raises another core question: under what security requirement
scenarios is their use truly justified? To answer this, our work also integrates a
DBE security requirement-driven view into the solution design procedure.

Our research question, therefore is: ‘How to systematically derive relevant
security solutions to satisfy complex security requirements in DBEs, e.g. while
keeping in control of own valuable data, even if that data is needed by others, e.g.
to compute other data?’. This paper addresses this question by an early-stage
solution design procedure, and a decision-making framework that identifies hard-
to-solve security scenarios and bridges technical PPC features with real-world
requirements, validated through a case study in the music industry.

This paper is structured as follows. Sec. 2 summarizes relevant related work.
Our research approach is outlined in Sec. 3. We propose a solution design pro-
cedure to deal with complex security requirements (Sec. 4), and show how that
works out in a concrete case in the EU music industry (Sec. 5). In Sec. 6 we
discuss the reflections. Sec. 7 presents conclusions.

2 Related Work

Suppose participants in a DBE need to perform operations such as computing
the average of revenue data of all parties while ensuring that individual data
remains confidential [18, 35, 40]. Without a trusted third party, such scenarios
cannot be handled by traditional security methods. However, privacy-preserving
computation (PPC) techniques can address this challenge.

PPC techniques commonly include (1) Secure Multi-Party Computation
(SMPC), (2) Homomorphic Encryption (HE), and (3) Differential Privacy (DP).
SMPC enables secure collaborative computation without exposing individual
inputs, starting from Yao’s garbled circuits [47] and its generalizations [29],
with further developments combining secret sharing, zero-knowledge proofs, and
HE [27,49]. HE supports operations on encrypted data and ensures that de-
crypted results match those in plaintext, but its high computational cost limits
scalability [2,22]. DP protects privacy by adding noise to statistical outputs [12],
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and is often used alongside SMPC or HE. While effective for large-scale data
analysis, DP involves a trade-off between utility and privacy guarantees.
Although prior work has compared these techniques in depth from a techni-
cal perspective [4,9,14,26], to the best of our knowledge, there remains a lack
of systematic methods to help practitioners select appropriate PPC techniques
based on specific DBE scenarios and security requirements. A well-structured
mapping or decision-making framework is needed to support practitioners par-
ticularly non-experts—in designing effective and practical PPC-based solutions.

3 Research Approach

We answer our research question (RQ) by Design Science Research (DSR) [20],
and more specifically, a Technical Action Research (TAR) approach [45].

RQ: How to systematically derive relevant security solutions to satisfy complex
security requirements in DBEs, e.g. while keeping in control of own valuable data,
even if that data is needed by others, e.g. to compute other data?

We conduct our work with practitioners who (re)design and (re)develop the
MUSIC360 platform to better understand the value of music. These practitioners
are experts on intellectual property clearing, including the supporting processes.
They are not knowledgeable on cryptography. The simplified engineering cycle
that we will follow is described below and shown in Fig. 1.

Problem
statement:
Scenario
needs

Solution design:
Mapping framework

input

Problem
investigation:
RQ

Solution
selection:
Protocol(s)

Validation:
Usability of
protocol

Validation:
Usability of
framework

output

Fig. 1. Research design cycle

The left part of Fig. 1 shows the engineering cycle for the solution design pro-
cess, meaning the cycle will be repeated several times. This paper reports on one
such cycle. The research question comes from problem investigation and a liter-
ature review about security needs and privacy-preserving computation (PPC).
The ‘solution design: mapping framework’ describes how to justify advanced
PPC technologies in a specific DBE, identify the related security problem, and
scenarios, and choose the best PPC technology. The key question is whether this
procedure is useful. One way to assess usefulness is to check if the suggested PPC
techniques at least meet the requirements. There are other criteria as well, but
this paper focuses on verifying if the selected PPC techniques satisfy the stated
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security requirements. This is not straightforward, since most PPC techniques
are still in early development and lack many practical use cases. Therefore, for the
selected PPC technique, we use a prototyping approach to develop a Minimum
Viable Product (MVP) to show whether the technique meets the requirements.
We consider this as a partial validation of the whole procedure.

The right part of Fig. 1 presents how a specific DBE, here MUSIC360, will
be explored. The steps are: (1) describing the problem statement, scenarios, and
requirements, (2) selecting technical PPC solutions & protocols for the identified
security- and functional requirements via the proposed decision-making frame-
work, and (3) validating whether the used protocols satisfy the requirements.

4 Solution Design: Mapping Framework

4.1 Solution design procedure

Fig. 2 presents the solution design procedure to be executed, cf. the BPMN
modeling language [43]. We explain the procedure below:

[Prob\em statement: scenario needs [So\uhon selection: protocols E/ahdallon usability of protocol

Traditional security
methods can not satisfy.

Classify
security
requirements

Elicit hard-to-
solve scenarios

Find the .
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package &
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|
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o " |
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functional
requirements

Developed
(1) DBE e3value model; (2) Data model;
(3) (Data) security requirements speciifcation

i

Fig. 2. Solution design procedure

Problem statement: Scenario needs. The solution design procedure starts
with requirements elicitation. For DBEs, we develop a value-oriented model of
the DBE at hand, cf. the e3value modeling language [17]. We do so because
e3value shows the valuable objects that the actors in the ecosystem exchange
with each other, which may subject to attack. Therefore, it is important to
know these objects. From a security point of view, it is important to know the
data objects associated with e3value objects, because it is likely that these data
objects are under attack too. And these data objects may be privacy sensitive,
which results in an additional attack vector. Therefore, we also develop a UML
class model to represent the structure of the data. Finally, we elicit security
requirements directly related to the data in a series of workshops. These three
requirement elicitation steps are reported in [41] in detail, but are not discussed
in this paper due to lack of space. Based on these artefacts, we: (1) introduce an
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assessment step to cluster security requirements and identify hard-to-solve se-
curity scenarios. Security requirements that can easily be solved with standard
security technology, such as access controls, are taken out of the process and
addressed in their own right. This is outside the scope of this paper. This step
acknowledges that not all requirements can be addressed by traditional security
methods. It helps us to justify the necessity of applying expensive and com-
plex PPC technologies in DBEs; (2) elicit these specific security scenarios with
their functional and security requirements. These are analyzed for coherence and
consistency, resulting in a final set of requirements, usually after a few iterations.

Solution selection: Protocol(s). We then select the PPC techniques for
implementing these security scenarios, using our decision-making framework
(marked blue): counsisting of feature extraction of known PPC techniques and
requirement factors. Ideally, there would be a mapping from requirements fac-
tors onto PPC features beforehand. This mapping should be created by PPC
experts, can be reused, and given the state-of-the-art of PPC techniques, should
be updated regularly. In this paper, we perform the mapping ourselves.

Validation: Usability of protocol. A proof-of-concept prototype implemen-
tation of the target scenario through the selected PPC technique(s) will be con-
ducted for validation in terms of requirement satisfaction.

We emphasize that this paper is the first iteration to conduct the whole pro-
cedure of the proposed research design cycle in Fig. 1 and the solution design
procedure in Fig. 2. More engineering cycle iterations will be required to arrive
at a more comprehensive and mature framework. In the following subsections,
we explain some of the core steps illustrated in Fig. 2.

4.2 Security requirement analysis for DBE

DBE-specific security frames and requirement types. In DBEs, security
requirements vary widely in complexity and urgency. Most of these requirements
can be addressed by well-known technology. But sometimes there are hard-to-
satify requirements. Below, we identify a number of these requirement types, as
security problem frames, loosely based on the idea of problem framing [21]. Our
problem frames serve not as an exhaustive list of all security concerns, but as a
perspective for identifying when DBE-specific demand crosses the threshold into
the domain of PPC technologies, and thus can be seen as a theory of complex
security problems. Below are six representative security frames [Sec-frame]
and their related requirement types [RQTs] observed in our case and validated
through prior DBE literature 25,27, 35,39].

1. [Sec-frame 1] Secure multi-party data collaboration
- [RQT1] Confidential multi-stakeholder computation: Stakeholders can
engage in joint computations without disclosing raw input values to each
other, preserving the confidentiality of sensitive data.
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— [RQT2] Trust-limited collaboration: The computation framework must
avoid reliance on centralized or trusted third parties, ensuring decentral-
ized execution without exposing data.

— [RQT3] Decentralized data ownership: The security design must ensure
that data can only be included in computations when explicitly authorized
by each independent stakeholder, reinforcing legal compliance.

. [Sec-frame 2] Privacy-preserving aggregation and results

— [RQT4] Protection against aggregation leakage: When publishing aggre-
gate statistics, the security design must ensure that individual contribu-
tions cannot be inferred, even with auxiliary external knowledge.

— [RQT5] Controlled exposure of computation results: Published results
must be processed to prevent reverse-engineering of private inputs.

. [Sec-frame 3] Encrypted data processing

— [RQT6] Computation on processed inputs: The security design must sup-
port secure computation over processed (e.g., secret-shared, encrypted)
data during processing, ensuring data protected end-to-end.

— [RQT7] Persistent encryption across lifecycle: Sensitive data must remain
encrypted during storage, transit, and use, avoiding plaintext exposure.

. [Sec-frame 4] Collusion-resistant computation

[\]

w

W

— [RQT8] Collusion-resistant protocol design: The security design must pre-
vent coalitions of dishonest participants from inferring private data or
manipulating computation outcomes.

— [RQT9] Resilience to insider threats: Computation must remain secure
even when some participants are compromised or act maliciously, without
degrading global guarantees.

ot

. [Sec-frame 5] Verifiability without disclosure
— [RQT10] Input/result verifiability without data disclosure: Security de-
sign should provide verification for the precise of computation results with-
out gaining access to intermediate states or private inputs.

6. [Sec-frame 6] Dynamic and resource-constrained security
— [RQT11] Resource-constrained environments: The security design must
remain functional on devices or infrastructures with limited resources,
using lightweight cryptographic techniques where necessary.
- [RQT12] Compliance with evolving policies: The security design must
adapt to varying or evolving privacy regulations across areas.

Assessing when PPC application is justified. The security frames and
security requirements types above often appear in interdependent forms. For ex-
ample, [RQT1| - Confidential multi-stakeholder computation coupled with the
[RQT?2] - Trust-limited collaboration makes PPC not only beneficial but neces-
sary. When one or more of these compound conditions are observed, conventional
methods such as Role Based Access Controls (RBACSs), encrypted data-at-rest,
or trusted logging infrastructures are insufficient. Our solution design proce-
dure starts from leveraging this logic to assess when and why PPC (particularly
SMPC) should be considered during security design. In general, the emergence
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of these independent /compound requirement types forms the decision boundary
that justifies the adoption of advanced privacy-preserving computation.

4.3 Decision-making framework

We construct the decision-making framework (marked blue in Fig. 2) by two
main components: (1) Security frames [Sec-frame] and their related require-
ment types [RQTs], which can be linked to scenario-specific requirements items
for reasoning; (2) PPC techniques features, which we explain below.

Features of PPC techniques. Different PPC techniques have different sets of
features that characterize the technique at hand. Understanding these features
that characterize PPC techniques is important to match security requirements
with the appropriate technique(s).

1. The supposed [TSM] threat and security model: One feature is the
threats-and-security model, which defines adversary behavior during attacks.
Honest parties follow the protocol and only access their own inputs and
outputs. In contrast, adversaries attempt to break security or correctness,
such as manipulating computation results [42]. They are typically classified
as follows [1,49]: (1) Semi-honest: follow the protocol but try to infer
additional information; (2) Malicious: behave arbitrarily to compromise
security; (3) Covert: may misbehave if they believe they won’t be caught.

2. The [CM] computing model: The computing model describes how PPC
techniques perform secure computations, including task transformation, en-
cryption methods, and security assumptions (8,19, 30, 34, 38, 48|. Different
approaches offer trade-offs in computational and communication cost, and
support different operations. (1) HE-based approaches enable computa-
tion on encrypted data with strong security, but incur high computational
overhead, suitable for low-interaction settings [16,37]. (2) SS-based meth-
ods efficiently support linear operations using additive secret sharing, but
require frequent communication [3, 10,11, 36]. (3) OT-based techniques
balance communication and computation, ideal for secure lookups or key ex-
change, but less efficient for arithmetic operations [6,7,32]. (4) GC-based
methods use constant communication rounds and suit boolean logic, but
demand heavy pre-processing and bandwidth [15,31]. [15, 31].

3. The [DM] deployment model: This defines how SMPC protocols are
implemented, including participant roles and communication setup [1]. (1)
Server-side: Data is distributed among multiple non-colluding servers for
computation in a way that conceals the data from each server individually.
This approach is efficient but still relies on trusting that the servers do not
collude. (2) Peer-to-peer: Participants compute directly, reducing trust
but increasing cost. (3) Server-aided: A hybrid model where some nodes
are controlled by data providers, and others are external servers that help
particularly heavy parts of the computation.
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4. The [SF] supported function: The technical basis of different PPC tech-
niques determines the scope of functions and the number of participants
they can efficiently support. Any function that can be represented by a cir-
cuit can be computed in a privacy-preserving way. The efficiency of com-
puting different classes of functions, for example in terms of computation or
communication cost, depends on the technique.

5 Case Study: MUSIC360

The Horizon Europe MUSIC360 ecosystem! is an innovative digital business
ecosystem that aims to provide insights into the value of music for creatives
(performers and authors), venues (restaurants, shops, offices), and policymakers
(EU officials, national authorities, and lobbyists). The MUSIC360 ecosystem
collects data about the value of music. One type of data collected is the economic
impact of music, such as the increase in revenue for a venue that plays music.
Venues like shops and bars play music to improve customer well-being, build
their brand identity, and ultimately boost their revenue.

In the following, we use a scenario from the MUSIC360 DBE—’ Average increased
revenue’— to show one iteration of the security solution design and validation.
In particular, we execute the right part of Fig. 1, which is further detailed in Fig.
2. The decision-making framework in Sec. 4.3 is the input for this case study.

5.1 Problem statement

We present how we identify a specific hard-to-solve security scenario in MU-
SIC360 and state the problem by detailed scenario-specific requirements.

Identify and elicit specific security scenarios. Following our procedure as
illustrated in Fig. 2, we start from the MUSIC360 e*value model, UML data
model (based on [28]) and (data) security requirements specifications resulting
from a series of workshop sessions. During lack of space, this step is not presented
here. During these sessions, we have identified a number of hard-to-solve security
requirements, one of them the secure calculation of the average increased revenue,
further referred to as ‘Average increased revenue’.

Scenario description: ‘Average increased revenue’. In the MUSIC360
DBE, a policymaker would like to know the average increase in revenue of venues
(located in a specific region) as a result of playing music in these venues. In order
to use music, venues have to pay a fee to Collective Management Organizations
(CMOs). Every country has at least one CMO, but usually there are more of
them, each representing different kinds of rightholders and intellectual property
rights. CMOs have a mandate to collect fees for their rights-holders. Revenue
data of venues is confidential information, as it is competitive and sensitive. E.g.
if the CMOs can obtain the precise revenue increase number associated with

! https://music-360.eu/
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music played at each venue separately, they may consider adjusting the venue’s
licensing fee accordingly. This could have a negative impact on venues. Therefore,
only the venue itself should have access to its respective revenue increase.

Scenario requirements. For the scenario ‘Average revenue of venues’, the fol-
lowing requirements are identified:

Functional: A party (e.g., policymakers) wants to know the influence (in terms
of average revenue increase for venues) of playing music at a number of venues:

1.

The ability for venues to provide their data to compute the average revenue
for a set of venues. [RQT1]

The ability to compute average over the input parties’ data.[RQT1, RQT2]
The computation should be performed within an acceptable amount of time
(seconds preferred, minutes acceptable, hours not). [RQT11]

The underlying PPC protocol used for the computations should be open
source for the feasibility of the proof-of-concept experiment.

Complex privacy computational burdens should not be placed on venues due
to typically limited computational resources. [RQT11]

Security: The average should be calculated without disclosing the individual
revenue data from venues, which can be detailed as follows:

1.

Policymakers as result receivers should only have READ access to the final
result. Venues that did provide input data should only have READ access
to the final result and all access to their own input data. [RQT5, RQT10]
Venues deliver their input without disclosing their full and readable input
to a party. Parties interested in the result of the calculation obtain the cal-
culated average result without obtaining the individual result or each party.
This implies that no single party knows the input of the individual venue,
except the venue itself, and also no single party knows the result, except the
receivers (the policymaker and possibly venues). [RQT1, RQT2, RQT4]|
Individual revenue values of venues must remain confidential and should not
be inferable from the final output or any intermediate data. [RQT4, RQT5]
The solution must be resilient to collusion, e.g., a coalition of venues and
CMOs should not be able to reconstruct venue-specific data. [RQT8,RQTI]
The technology should include mechanisms to prevent malicious inputs to
guarantee the correctness and effectiveness of the result, such as zero or
extreme outliers that could distort the average, without requiring disclosure
of actual input values. [RQT10]

There is no trusted third party who can do the calculation on behalf of the
party interested in the result. [RQT2]

In summary, this security scenario needs to introduce the advanced PPC tech-
nologies as it involves multiple RQTs we identified.
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5.2 Solution selection

Involved parties. We distinguish input parties, computation parties and result
parties. Fig. 3 shows how the MUSIC360 parties play their role. (1) Venues as in-
put parties: Each venue keeps its own increased revenue data (secret). (2) Servers
as computation parties: Servers receive and process the parts of the revenue data
without being able to reconstruct individual revenues. (3) Policymakers as result
parties: Policymakers want to get the average revenue increase.

Using the decision-making framework. We apply the decision-making
framework (in Sec.4.3) to the security scenario ‘Average increased revenue’
analysis results. We linked the requirement types [RQTs] to the evaluated re-
fined scenario-specific factors (by combining strong-related scenario requirement
items) and mapped them to certain key PPC technology features via reasoning.

1. Scenario factor: Required calculation type & function.

— Requirement: Type: sum (addition), mean (division). Function:R,, =
w, (R; = R;_before — R; after)?.

— Reasoning: Protocols supporting linear computation, especially an efficient
addition operation, is needed.

— Related PPC feature: [SF]: linear, addition.

2. Scenario factor: Data ownership & confidentiality in multi-party
nature [RQT1, RQT2, RQT3, RQT4, RQT5].

— Requirement: Venues must retain their revenue data ownership and ensure
this confidential data will not be disclosed among computations, holds the
fact that a TTP is not available.

— Reasoning: Secret-sharing-based SMPC ensures raw data are never re-
constructed. Data is split into shares distributed across multiple servers,
where no single server (or minority coalition) can infer private values.

— Related PPC feature: [CM]: secret-sharing-based.

3. Scenario factor: [S] Collusion resistance [RQT8, RQT9].

— Requirement: The main collusion risk exists between servers or venues and
needs to be prevented.

— Reasoning:(1) Contracts between venues and CMOs help prevent dishon-
est behavior like faking data, so a semi-honest adversary model is appro-
priate. (2) The main risk is others inferring individual revenue, not active
attacks. Secret sharing reduces this risk by splitting the data. (3) Using
server-side SMPC separates venues from the servers doing the computa-
tion, which helps reduce chances of collusion.

— Related PPC feature: [TSM]: at least semi-honest; [CM]: secret-sharing-
based; [DM] Deployment model: server-side.

4. Scenario factor: Resource-constrained [RQT11].

2 R; before: The revenue in a fixed period when not playing any music; R; after:
The revenue in a fixed period while playing music;R;: Each venue i has confidential
increased revenue data; R,,: Average (mean) of increased revenue.



PPC application in Music DBE 11

— Requirement: Venues may lack computational resources to perform inten-
sive cryptographic operations and communications locally.

— Reasoning: (1) Server-side SMPC shifts the computation to dedicated
servers, avoiding peer-to-peer coordination. This lowers load on venues
and allows more participants. (2) We choose semi-honest over malicious
ones to avoid the high cost of frequent computation and communication.

— Related PPC feature: [DM]: server-side; [TSM]: semi-honest.

5. Scenario factor: Efficiency /effectiveness in computation task [RQT10].

— Requirement: The computation should be performed within an acceptable
amount of time (minutes is ok, hours not). Mechanisms to prevent ma-
licious inputs to guarantee the correctness and effectiveness of the result
without requiring disclosure of actual input values.

— Reasoning: (1) Secret-sharing protocols outperform boolean-centric alter-
natives (e.g., GC) on most linear operations. (2) Server-side deployment
usually minimizes latency for large-scale deployments.

— Related PPC feature:: [DM]: server-side; [CM]: secret-sharing-based.

In summary, our solution selection will be protocols supporting linear or
addition operations, having a server-side deployment, using a secret-sharing-
based approach, and under a semi-honest adversarial model.

Protocol selection. The protocol selection is based on the scenario-specific
technology feature preferences we reasoned from the mapping process. As the
first attempt, due to the time limit and page limit, we evaluate six protocols
that are from active open-source projects or have been widely discussed in the
PPC community. Table 1 below shows how well these popular protocols meet
these technical features and corresponding requirements. EasySMPC [46] and
Prio+ [3] match well with the SMPC features identified in our mapping. Their
open-source nature is also a plus. However, practical use depends on how easy
they are to deploy and operate. EasySMPC uses email for communication, which
may raise security concerns and reduce reliability. Its data input method (CSV
files) works for small, structured data but is too heavy for our needs. Prio+ is
more suitable for a proof-of-concept. It allows scenario-specific settings, supports
basic validation, and meets all our requirements. Therefore, we chose Prio+ as
the security solution for the "average increased revenue" scenario.

5.3 Validation: Usability of protocol

To evaluate the applicability and usability of SMPC protocols selected according
to our proposed decision-making framework, we conducted a proof-of-concept ex-
periment utilizing the selected protocol prototype 3: Prio+. This section outlines
the protocol execution procedure, presents the experimental test results, clarifies
the usability, and offers reflections from the perspective of this first attempt.

Protocol execution procedure. Based on the above analysis, we listed rel-
ative results as below: (1) the selected PPC protocol: Prio+; (2) the required

3 https://github.com/KuraTheDog/Prio-plus
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SMPC technology feature preferences
SMPC technology [SF] [TSM]gy [Dl\P;I] [CM]
linear, addition | semi-honest server-side | secret sharing
Prio+ [3] ) ° ° °
Overdrive [24] . o . o
FRESCO (BGW) [5] . . o .
Mascot [23] . o o o
Whisper [33] . o . .
EasySMPC [46] . . . .

Table 1. The degree of satisfaction of different protocols for scenario-specific technical
feature preferences

calculation formula: R,, = % (R; = R, before — R; after); (3) the in-
volved parties: input parties (venues), computation parties (CMOs), output par-
ties (policymakers). All involved participants should acknowledge the specific
computation task and the procedure of the security scenario, ‘Average increased
revenue’. The conceptual security model by the SMPC protocol for this scenario

is shown in Fig. 3. We explain it as below:

1. Input submission: Each venue ¢ submits its confidential revenue R; as input
client. We assume honest submissions due to the semi-honest security model.

2. Data validation: Prio+ checks that inputs are valid (e.g., non-negative, rea-
sonable) using share conversion.

3. Computation factor generation & aggregation: Each venue splits its data into
secret shares and sends them to the aggregators.

4. Computation ezecution: The computing servers perform secure computations
on the received shares following the protocol.

5. Reconstruction € output: The final sum is sent to policymakers and recon-
structed locally. Aggregators don’t learn individual inputs or results unless
they collude. To compute the average, Prio+ allows revealing the number
of participants.

Experiment setting & result. Our basic container deployment using the
Prio+ protocol via Docker is conducted through simulating two server instances
and multiple clients (operates in a cluster of individual clients). We used the
supported function: INT SUM. We tried different values in two parameters:
(1) max_bits (data size can be input): 212/216; (2) num_inputs (number of
venues): 10/100/1000. These two parameter settings are related to the actual
scenario nature. We look into two variables - total sent bits and total time - under
the different settings of the two parameters we mentioned before. These two
variables can help to measure whether the basic execution (time, data volume) of
the selected protocol is within an acceptable range in terms of the requirements.
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Fig. 3. SMPC model for scenario ‘Average increased revenue’: [data| and [result| are
secret shares divided by SMPC protocol. Different line styles are used solely for visual
clarity, without implying any semantic distinction.
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Fig. 4. Experimental results obtained using the different parameter settings

Validation discussion. The Prio+ [3] protocol was selected as a promising
security solution to satisfy the scenario’s needs. Its technology features align
well with all the security and functional requirements (see Sec. 5.2) and meet
practical constraints. We demonstrate part of (due to page limit) the matching
in Table 2. The experiment results suggest the usability of the selected protocol
in this specific ‘Average increased revenue’ scenario.

6 Discussion

6.1 Usability of solution design: mapping framework

The reasonable result in this proof-of-concept experiment shows the feasibility
and usability of our proposed design procedure and framework in finding an ap-
propriate SMPC technology for a specific scenario. By analysing its execution,
we derive critical insights into how technical features and scenario-specific re-
quirements interact, and how these interactions can guide future experiments
and framework development. The scenario ‘Average revenue of venues’ serves as
a case study to refine our procedure and inform the design of a more compre-
hensive and rigorous decision-making framework.
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Requirements Index Matching evidence in Prio+

1 Prio+ allows multiple clients’ input, which can be easily set

Functional by the parameter: ‘num__inputs’.

3 Our experiment result in Fig.4 confirmed this.

Prio+ built on ‘secret-sharing’ as a cryptographic tool to
keep the data private.

Security 3 In Prio+, data is split into shares distributed across multiple

servers, where no single server (or minority coalition) can
infer private values.

5 Prio+ enables the input verification using share conversion
to make sure the provided revenue increase data are within
acceptable bounds.

Table 2. The matching degree of Prio+ to scenario requirements

6.2 Reflections

Throughout the construction and evaluation of the early-stage solution design
process and decision-making framework in the music DBE context, several key
insights have emerged that highlight the limitations of our current approach.

Practical constraints as another dimension. Practical constraints (e.g.,
cost, trust assumptions, computational resources) have a decisive impact on
the PPC deployment strategy. In real-world use cases like MUSIC360, some
participants cannot afford high-latency or high-overhead protocols. Our frame-
work allows trade-offs between security and performance, but does not yet for-
mally model or quantify these trade-offs. We suggest incorporating a resource-
evaluation layer that measures protocol feasibility in constrained environments.

Priority weighting between factors/features. The use of scenario factors
(e.g., ‘resource-constrained’, ‘collusion-resistant’) allows qualitative prioritiza-
tion. However, these mappings are currently performed manually. The frame-
work lacks formal weighting mechanisms to balance competing requirements
(e.g., performance vs. cost). A possible extension is to support multi-criteria
decision analysis (MCDA) for feature ranking and protocol scoring.

Gaps in scenario-to-requirement mapping. Although our framework maps
functional and security requirements to scenario-specific factors, our experi-
ment exposed cases where requirement types (RQTs) were underspecified or
unmapped: (1) The scenario factor “required computation type” was difficult
to trace to a specific RQT. This weakens traceability and hinders automatic
reasoning. (2) The scenario mandated open-source protocol availability, yet this
constraint was not represented in the framework. This suggests the need to
add realistic, non-functional requirement types such as transparency or main-
tainability. These gaps indicate that the current framework may benefit from a
non-functional requirement module for context-specific factors.

Deployment complexity as an overlooked metric.. Our experience shows
that while many PPC protocols align well with security and functional require-
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ments in theory, deployment complexity often becomes the real challenge in prac-
tice. Even relatively practical options like Prio+ demand container orchestration
and manual client-server coordination if needed. This indicates that deployment
feasibility is multifaceted, involving aspects such as technical setup burden, in-
tegration cost, tooling maturity, and operational risk. We believe that future
versions of the framework should include a Deployment Complexity Evaluation
(DCE) component to ensure protocol selection is guided not only by security
alignment, but also by practical feasibility, especially in resource-constrained
DBEs where technical capacity is limited.

Need for broader types of RQTs.. The current list of 12 RQTs (grouped
under six security frames) was sufficient for the “average increased revenue”
scenario. However, more complex scenarios in DBEs may have more security
concerns. The MUSIC360 project itself includes other data flows (e.g., artist
metadata, cross-country licensing) that raise such concerns. This suggests that
our framework needs a broader and evolving taxonomy of requirement types,
which can ideally be expanded with new domain contexts.

7 Conclusion

This study highlights the feasibility of privacy-preserving computation technolo-
gies, especially secure multi-party computation as a security solution for several
hard-to-solve requirement types in DBEs. By analyzing the MUSIC360 case, we
show how to find suitable PPC technologies for specific security scenarios to
achieve secure aggregation of sensitive data (e.g., venue revenue) while meeting
security and functional requirements and practical constraints. The proposed
decision-making framework successfully links scenario-specific requirements fac-
tors (e.g., computation type, anti-collusion, resource constraints) with the tech-
nical features of PPC (e.g., secret sharing and semi-honest adversarial model).
Experimental verification confirms the usability of the highly satisfied protocols
found according to the decision-making framework in specific DBE security sce-
narios. This research emphasizes that SMPC’s strength lies in its ability to keep
privacy in a limited mutual trust environment without sacrificing data utility.
It is a critical advantage for DBEs where stakeholders must collaborate without
exposing proprietary information. By combining the theoretical capabilities of
PPC with the real-world DBE needs, this work advances the application of PPC
techniques in multi-party settings. It provides practitioners with a foundational
approach to systematically evaluate and implement SMPC.
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