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Abstract—Digital Business Ecosystems (DBEs) involve collab-
oration and sharing of data across various independent parties.
Data sharing comes with security requirements, e.g. who may
see which data elements. Often, these security requirements can
be satisfied by well-known techniques, such as access controls,
but sometimes the traditional solutions are not sufficient. For
example, in our use case there is a requirement to sum up the
revenue of companies by the government to calculate the average
revenue for an industry, without disclosing the revenue of each
company. To satisfy these kinds of requirements without a trusted
third party, advanced Privacy-Preserving Computation (PPC)
techniques are needed. However, the field of PPC is technically
difficult to understand for most people and is highly specialized.
We are not aware of a unified, comprehensive framework that can
guide the systematic selection and integration of PPC methods,
given the security requirements of a DBE use case. Therefore,
our research goal is to establish such a framework. In this paper,
two motivating examples are given, taken from the music digital
business ecosystem we participate in.

Index Terms—Security requirement, digital business ecosys-
tem, privacy-preserving computation, secure multi-party compu-
tation.

I. INTRODUCTION

Digital business ecosystems (DBEs) are systems of eco-
nomic actors that depend on each other for their survival and
well-being [1]. Actors in a DBE exchange things (often data)
of economic of value with each other. Because the data is
valuable, it is subject to attack. To understand which data
is valuable, we take the DBE’s business value model, e.g.
following the e®value method [2], as point-of-departure for
eliciting the security requirements.

Often, traditional security technology such as detailed ac-
cess control policies, can be used to secure valuable data.
However, there are other use cases where the usual security
techniques are not sufficient. Take for example our use case,
where the government has to calculate the average revenue for
a particular industry. Obviously, the revenue of a particular
company is interesting for competitors, hence it should be
considered as valuable data that should not be made public.
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The question is then how to calculate the average for an
industry, without disclosing the revenue data of each company
to the government. One way to do so, is to use advanced
techniques such as Privacy-Preserving Computation (PPC).
This is in particular relevant if no trusted third party can be
identified.

The field of PPC is complex, understood by only a few,
and fragmented. Therefore, for practitioners, it is hard to
select appropriate PPC techniques, satisfying a set of complex
security requirements at hand. To the best of our knowledge,
work on PPC techniques and the requirements that they can
satisfy, focuses on isolated technique categories and highly
specific application areas (federated learning, deep learning,
etc.). A unified, comprehensive framework that can guide the
systematic selection and integration of multiple PPC methods
is lacking [3]-[6]. Additionally, the limited existing work [7],
[8], which compares PPC techniques, relies on theoretical
descriptions that are inaccessible and incomprehensible to
practitioners. This creates a gap in practical guidance for
DBE professionals who need to implement privacy computing
solutions tailored to their specific security requirements and
project contexts. Also, PPC technologies such as secure multi-
party computation (SMPC) are often costly and complex. This
raises another core question: under what security requirement
scenarios is their use truly justified? To answer this, our work
also integrates a DBE security requirement-driven perspective
into the whole solution design procedure.

Our research question, therefore is: ‘How to systematically
derive relevant security solutions to satisfy complex security
requirements in DBEs, e.g. while keeping in control of own
valuable data, even if that data is needed by others, e.g. to
compute other data?’. We are specifically interested in cases
where trusted third parties are not an option as part of the
solution (e.g., because they do not exist for the case at hand),
and security requirements can only be satisfied by complex
security technology based on modern cryptography. In this
paper, we propose a research approach to address the stated



research question with some preliminary results, to answer that
question.

This paper is structured as follows: Sec. II reviews the
literature on security requirement engineering and privacy-
preserving computation in the DBE environment, introducing
characteristics of existing methods and identifying research
gaps. Sec. III outlines the adopted research approach and
research plan by engineering cycle. Sec. IV detailed the initial
solution design process, integrating problem investigation,
solution design, and approach validation to show how we plan
to construct a comprehensive framework for mapping scenario-
specific requirements to PPC solutions. Sec. V overviews
the music digital business ecosystem case and contextualizes
challenges in finding solutions for complex (data) security
requirements. We present two scenarios in the music DBE
case and carry out the whole research process in Scenario 1
“Average revenue of venues”. Sec. VI will discuss some key
findings and reflections for the mapping framework construct
and highlight the possible contributions of our work.

II. RELATED WORK
A. Security requirements engineering in DBEs

Security Requirements Engineering (SRE) is an important
part of the design of each digital business ecosystem. A DBE is
by definition multi-party, and so has different, and sometimes
conflicting interests. This holds also for the data that the
various parties own.

SRE involves the identification, analysis, specification, and
validation of security requirements to ensure that DBEs are
robust against threats and vulnerabilities [9]. In this area, Goal-
Oriented Requirements Engineering (GORE) methods (such
as KAOS, i* and Secure Tropos) provide a systematic path
to derive and refine security goals [10]-[12]. Additionally, the
approach based on misuse and abuse cases [13] and the risk-
based approaches (e.g., CORAS methodology, OCTAVE) [14]
also provide effective means to identify and quantify secu-
rity threats. To systematically embed security requirements
engineering into the system development procedure, tools
and methods such as Secure Tropos, SQUARE, and STORE
have been proposed [15]-[17]. Maskani et al. emphasized that
multiple perspectives, such as users, threats, and goals, must
be balanced in security requirements modeling [18].

Although the above methods perform well in traditional
security requirements engineering, there is still a research gap
in their applicability in requirements capture and solution map-
ping for complex security requirements about data ownership
and privacy-preserving computation in DBEs.

B. Privacy-preserving computation

Different participants often need to collaborate to complete
valuable data computing tasks while ensuring the privacy of
their respective data in DBEs [19]-[21]. For example, take the
case that multiple parties want to sum their respective data and
calculate the average value, but only obtain the overall result
without disclosing the individual data. Without the existing of
a trusted third party, such a requirement can not be satisfied

and solved by traditional access control techniques. Therefore,
it is necessary to introduce advanced PPC technology. We are
specifically interested in use cases and the kind of security
requirements that need to be satisfied by complex security
technology such as PPC. Not only this technology should be
accessible to practitioners who develop DBEs; but the PPC
field itself would also benefit from a thorough understanding
of use cases, their security requirements and possible solutions
to justify this technology.

Currently, the main PPC methods include (1) Secure Multi-
Party Computation (SMPC), (2) Homomorphic Encryption
(HE), and (3) Differential Privacy (DP). SMPC has emerged
as an important branch since Yao’s seminal work on garbled
circuits [22] and the subsequent generalizations by [23]. SMPC
has evolved to support secure collaborative computations
without exposing individual inputs. More recent studies have
focused on scaling and improving SMPC protocols by com-
binations of methods such as secret-sharing, zero-knowledge
proofs, garbled circuits, and homomorphic encryption [24].
Based on the current results, practical applications such as
secure data analytics and privacy-preserving machine learning
are being widely explored [7], [25]. Homomorphic encryption
(HE) allows specific operations to be performed directly on
ciphertext and ensures that the decrypted result is consistent
with the result calculated on the plaintext [26]. Since Gentry
proposed the first fully homomorphic encryption scheme [27],
despite its high computational complexity, there have been
many attempts to optimize computational efficiency in recent
years [28]. Finally, differential privacy (DP) protects individual
data contributions by injecting noise into statistical outputs
[29]. Its application as a supplement to SMP&HE has been
extended to large-scale data analysis and machine learning
systems, but a careful balance is still needed between privacy
protection and data accuracy.

C. Secure multi-party computation in DBEs

In a DBE environment, multi-party collaboration not only
requires each party to maintain data ownership, but also
requires accurate calculations/analysis under limited trust as-
sumptions. Specifically, our use cases assume that a party,
trusted by all other parties in the DBE does not exist. Ho-
momorphic encryption is generally more attractive in cloud
processing, but its efficiency issues currently still limit large-
scale applications, and although differential privacy has high
computational efficiency, it may lead to insufficient precision
in the results. In comparison, the decentralized nature of
SMPC gives it a clear advantage in such DBE scenario ap-
plications [25], although it also faces computing resource lim-
itations, protocol complexity, and scalability issues in actual
deployment. Although the existing literature has conducted in-
depth research and comparisons on various privacy-preserving
computing technologies [3]-[6], there is still a lack of a
unified and systematic approach/framework for how to select
appropriate technologies based on specific DBE scenarios and
privacy computing requirements. Establishing such a mapping
and decision-making approach will help narrow the gap be-



tween theory and practice, especially for non-professionals to
better design and test PPC solutions when certain security
requirements arises.

III. RESEARCH PLAN

We emphasize our research question is:
RQ: How to systematically derive relevant security solutions
to satisfy complex security requirements in DBEs, e.g. while
keeping in control of own valuable data, even if that data is
needed by others, e.g. to compute other data?

For the coming years, we plan to answer this question by
taking a Design Science Research (DSR) [30] point of view,
and more specifically a Technical Action Research (TAR)
approach [31]. This means that we will work with real DBEs
in the field, and practitioners who (re)design them. In this
(and the following) paper(s), we are involved in developing a
DBE in the international music sector. The aim of this DBE
is to better understand the value of music. The simplified
engineering cycle that we will follow is described below and
shown in Fig. 1:

Problem
statement:
Scenario
needs

Solution design:
Mapping framework,

input

Problem
investigation:
RQ

Solution
selection:
Protocol(s)

Validation:
Usability of
protocol

Validation:
Usability of
framework

output

Fig. 1. Research design cycle

The left part of Fig. 1 shows the engineering cycle that we
will execute a number of times, namely for a series of different
DBEs. The left part of Fig. 1 shows the engineering cycle for
the solution design process, meaning the cycle will be repeated
several times. This paper reports on one such cycle.

The research question comes from a problem investigation
and a literature review in case security needs and privacy-
preserving computation (PPC). To understand the problem of
satisfying complex security requirements in a DBE better,
we have done an extensive literature review, in the fields of
DBE modeling, security requirements engineering, and PPC
technology (the result of this review is briefly reported on in
Sec. II). At the same time, we have started to work on DBE
design for the music ecosystem, which is our first DBE case
under study. Doing the literature review and the DBE design
concurrently is due to practical considerations, e.g. how project
funding, in our case Horizon Europe, works. The result of
these activities is the articulated research question (RQ). In
addition, we found that many security requirements can be
addressed by well-known techniques, such as various forms
of access control mechanisms. But we also found that there

are some hard-to-satisfy security requirements, regarding data
ownership, and not disclosing valuable data. That particular
finding resulted in the stated research question, the focus on
advanced PPC techniques, and the specific SR types (prob-
lems) in DBEs that they can solve.

The “solution design: mapping framework” describes
how to justify using advanced PPC technologies in a specific
DBE, identify the related security problem, scenarios, and
needs, and choose the best PPC technology. The key question
is whether this procedure is useful. One way to assess use-
fulness is to check if the suggested PPC techniques meet the
requirements. There are other criteria as well, but this paper
focuses on verifying if the selected PPC techniques satisfy the
stated security requirements. This is not straightforward, since
most PPC techniques are still in early development and lack
many practical use cases.

Therefore, for the selected PPC technique, we use a pro-
totyping approach to develop a Minimum Viable Product
(MVP) to show whether the technique meets the requirements.
We consider this a partial validation of the whole design
cycle. The outcome informs the validation task in the left
cycle in Fig. 1 in somewhat more detail; to what extent did
the proposed solution framework work, and how can it be
improved.

The right part of Fig. 1 presents how a specific DBE,
here MUSIC360, will be explored. The general steps involved
in this engineering cycle are: (1) describing the problem
statement, scenarios, and corresponding requirements of a
particular security scenario, (2) selecting technical PPC so-
lutions & protocols for the identified security and functional
requirements via the proposed decision-making framework,
and (3) validating whether the used protocols satisfy the
requirements. We discuss it in Sec. IV.

IV. THE INITIAL SOLUTION DEISGN PROCEDURE
A. Solution design procedure

Fig. 2 presents the part of the solution design procedure,
cf. the BPMN modeling language [32], we carry out for our
first use case, to calrify and satisfy hard-to-solve security
requirements. We explain the procedure below:

Problem statement: Scenario needs. The procedure begins
with the e3value model, the UML data model and (data)
security requirements specifications or other existing modeling
artefacts of the envisioned DBE (MUSIC360 in this paper).
An e3value model shows the objects of economic value that
actors exchange, and because these objects are of value, they
are vulnerable to attack. The data model defines the structure
and relationship of data in the DBE, it ensures that the data is
organized in a way that supports business needs and shows
some security scenarios. The (data) security requirements
specification shows different kinds of security considerations
and needs in this DBE. Based on these artefacts, we: (1)
introduce an assessment step to cluster security requirements
accordingly and identify hard-to-solve security scenarios. This
step acknowledges that not all requirements can be addressed
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by traditional security methods. It can help us to jutisfy the
necessity of applying expensive and complex PPC technolo-
gies in DBEs; (2) elicit these specific security scenarios with
their functional and security requirements. These are analyzed
for coherence and consistency, resulting in a final set of
requirements, usually after a few iterations.

Solution selection: Protocol(s). We then select the appropriate
PPC techniques for implementing these security scenarios,
using the proposed decision-making framework (marked blue):
constructed by two sides: feature extraction of known PPC
techniques and realistic scenario-specific requirement factors.
Given the maturity of the field of PPC, this extraction needs
to be updated regularly by experts.

Validation: Usability of protocol. A proof-of-concept proto-
type implementation of the target scenario through the selected
PPC technique(s) will be conducted for validation in terms of
requirement satisfaction.

We emphasize that this paper is the first attempt to conduct
the whole procedure of the proposed research design cycle
in Fig. 1 and the solution design procedure in Fig. 2. More
engineering cycle iterations will be required to arrive at a more
comprehensive and mature framework. We will explain some
core steps in Fig. 2 below.

B. Security requirement analysis for DBE

DBE-specific security patterns and requirement types. In
DBEs, security requirements differ in complexity and ur-
gency. We identify common requirement areas, covering both
standard IT security and DBE-specific needs. On one hand,
DBEs face traditional issues like access control, data integrity,
authentication, availability, and encryption, which standard
mechanisms can handle. On the other hand, DBEs raise
new concerns from decentralized governance, trust, cross-
border rules, dynamic collaboration, and competition. These
often exceed the capabilities of conventional tools, calling
for advanced PPC technologies. Our taxonomy in Table. I
highlights when DBE-specific needs enter the realm of PPC,

based on our case and supported by prior DBE literature [19],
[25], [33], [34].

Assessing when PPC application is justified. The security
patterns and security requirements types above often appear
in interdependent forms. For example, [RQT1] - Confidential
multi-stakeholder computation coupled with the [RQT2] -
Trust-limited collaboration makes PPC (such as SMPC) not
only beneficial but necessary. When one or more of these
compound conditions are observed, conventional methods such
as RBAC, encrypted data-at-rest, or trusted logging infrastruc-
tures are insufficient. Our solution deisgn procedure start from
leveraging this logic to assess when and why PPC (partic-
ularly SMPC) should be considered during security design.
In general, the emergence of these independent/compound
requirement types forms the decision boundary that justifies
the adoption of advanced privacy-preserving computation.

C. Decision-making framework

We construct the decision-making framework (marked blue)
by two main components: (1) Security patterns [Sec-pt] and
their related requirement types [RQTs], which can be linked
to scenario-specific requirements items for reasoning; (2) PPC
techniques features which we explained below.

Features of PPC techniques.. While reviewing PPC tech-
niques (see also Sec. II) we found features of PPC technologies
that can be used to select the appropriate PPC technology for
the use case at hand. These features are:

e The supposed [TSM] threat security model: defines
adversarial capabilities, distinguishing between semi-
honest, malicious, and covert adversaries [7].

e The [CM] computing model: categorizes SMPC tech-
niques based on cryptographic foundations, including ho-
momorphic encryption, secret sharing, oblivious transfer,
garbled circuits, and hybrid approaches [35]-[37], each
with trade-offs in efficiency and security.

e The [DM] deployment model: describes how SMPC is
implemented in real-world systems, with classifications



Security Pattern

Requirement Types

[Sec-pt 1] Secure multi-party data collaboration

[RQT1] Stakeholders compute jointly without revealing raw data.
[RQT2] No need for central or trusted third parties.
[RQT3] Data use requires explicit consent from each owner.

[Sec-pt 2] Privacy-preserving aggregation & result publication

[RQT4] Prevent inference of individual data from aggregates.
[RQTS5] Results must not allow reverse-engineering of inputs.

[Sec-pt 3] Encrypted data processing

[RQT6] Support computation over encrypted or secret-shared data.
[RQT7] Keep data encrypted throughout its lifecycle.

[Sec-pt 4] Collusion-resistant computation

[RQTS] Prevent groups from inferring private data or corrupting results.
[RQTY] Stay secure even with compromised participants.

[Sec-pt 5] Verifiability without disclosure

[RQT10] Enable result verification without exposing private data.

[Sec-pt 6] Dynamic & resource-constrained security

[RQT11] Work on devices with limited resources.
[RQT12] Adapt to changing privacy regulations.

ABLE T
SECURITY PATTERNS AND RELATED REQUIREMENT TYPES IN DBES

such as server-side MPC, peer-to-peer MPC, and server-
aided MPC [38].

o The [SF] supported crypto functionality (e.g. summing up
numbers without disclosing the number itself): highlights
the functional suitability for various application scenarios
of different SMPC methods [24].

Integrating the above investigation, we developed a prelimi-
nary mapping framework that aligns categorized requirements
with the appropriate PPC technology features

V. THE MUSIC DBE CASE

The music digital business ecosystem we work on is one
example of an innovative digital business ecosystem, which
aims at providing insights into the value of music to cre-
atives (music performers and authors), venues (restaurants,
retail shops, offices), and policymakers (EU officials, national
authorities and lobbyists). One of the main high-level goal
of the music ecosystem is to provide data about the value
of music widely and transparently, respecting confidentiality
requirements, where ‘value’ can have an economic, societal,
or cultural connotation. To do so, the music DBE platform
collects data about the music used in venues (e.g., by installing
music fingerprinting devices in venues to discover what is
actually played), effects of music played (for example in-
creased revenue), and metadata of music such as rightsholders’
(performers and authors) information, music work (including
recordings), and earnings by rightsholders.

In this section, we present the security solution design
and validation for one the scenarios of the MUSIC360 DBE.
In particular, we execute the right part of Fig. 1, which is
further detailed in Fig. 2. The decision-making framework
which includes ‘Requirement Types’ in Sec. IV-B and the
‘Features of PPC techniques’ in Sec. IV-C is the input for
this case study. We present how we identify a specific hard-
to-solve security scenario in MUSIC360 and state the problem
by detailed scenario-specific requirements.

A. Problem statement: Identify and elicit specific security
scenarios

Following our procedure as illustrated in Fig. 2, we start
from the MUSIC360 e3value model, UML data model (we
present in [39]) and (data) security requirements specifications
concluded from series of workshops to elicit security scenar-
ios cannot be implemented by using traditional security ap-
proaches like authentication, authorization and detailed access
control policies. In constract, we need to introduce advanced
PPC technology to find a useful security solution. These
scenarios are related to the requirement that a calculation needs
to be done and that the party doing the calculation may see the
result but not the elements that lead to the result. Two of the
scenarios are (we omit the specific requirment specifications
here and only present the overall insights):

1) S1 - Average revenue of venues

« Functional: A party wants to know the average
effects (in terms of revenue increase) of playing
music at a number of venues.

o Security: The average should be calculated without
disclosing the individual revenue data to the party
who wants to know the average.

2) S2 - Average earnings of performers

« Functional: A party wants to know the average
earnings of performers (e.g. of a specific genre).

o Security: The average should be calculated without
disclosing the individual earnings of each performer.

As these scenarios in terms of requirements are well under-
stood, we can observe that both the functional and security
requirements are mutual consistent. For both scenarios, the
assumption is that there is no trusted third party who can do
the calculation on behalf of the party interested in the result.
In both scenarios, several characteristics can be observed: de-
centralized, privacy-preserving collaboration, multi-party data
ownership, and limited trust by contract. These also can be
found as common features in DBEs from our initial literature
review and security requirement analysis in DBEs. Hence, we
argue that secure multi-party computation (SMPC) offers key
advantages in most DBEs.



B. S1 - Average revenue of venues: using the decision-making
framework

We apply the decision-making framework (in Sec.IV-C) to
the security scenario ‘Average increased revenue’ analysis re-
sults. We linked the requirement types [RQTs] to the evaluated
refined scenario-specific factors (by combining strong-related
scenario requirement items) and mapped them to certain key
PPC technology features via reasoning.

1) Scenario factor: Required calculation type & func-
tion.

e Requirement: Type: sum (addition), mean (division).
Function:R,,, = %, (R; = R;_before —
R;_after)'.

e Reasoning: Protocols supporting linear computa-
tion, especially an efficient addition operation, is
needed.

e Related PPC feature: [SF]: linear, addition.

2) Scenario factor: Data ownership & confidentiality
in multi-party nature [RQT1, RQT2, RQT3, RQT4,
RQT5].

o Requirement: Venues must retain their revenue data
ownership and ensure this confidential data will not
be disclosed among computations, holds the fact
that a TTP is not available.

e Reasoning: Secret-sharing-based SMPC ensures
raw data are never reconstructed. Data is split into
shares distributed across multiple servers, where no
single server (or minority coalition) can infer private
values.

e Related PPC feature: [CM]: secret-sharing-based.

3) Scenario factor: [S] Collusion resistance [RQTS,
RQT9I].
o Requirement: The main collusion risk exists be-
tween servers or venues and needs to be prevented.
e Reasoning:(1) Contracts between venues and CMOs
help prevent dishonest behavior like faking data,
so a semi-honest adversary model is appropriate.
(2) The main risk is others inferring individual
revenue, not active attacks. Secret sharing reduces
this risk by splitting the data. (3) Using server-
side SMPC separates venues from the servers doing
the computation, which helps reduce chances of
collusion.
e Related PPC feature: [TSM]: at least semi-
honest; [CM]: secret-sharing-based; [DM] Deploy-
ment model: server-side.

4) Scenario factor: Resource-constrained [RQT11].

e Requirement: Venues may lack computational re-
sources to perform intensive cryptographic opera-
tions and communications locally.

'R;_before: The revenue in a fixed period when not playing any music;
R;_after: The revenue in a fixed period while playing music; R;: Each venue
4 has confidential increased revenue data; R,,: Average (mean) of increased
revenue.

e Reasoning: (1) Server-side SMPC shifts the com-
putation to dedicated servers, avoiding peer-to-peer
coordination. This lowers load on venues and allows
more participants. (2) We choose semi-honest over
malicious ones to avoid the high cost of frequent
computation and communication.

e Related PPC feature: [DM]: server-side; [TSM]:
semi-honest.

5) Scenario factor: Efficiency/effectiveness in computa-
tion task [RQT10].

e Requirement: The computation should be performed
within an acceptable amount of time (minutes is ok,
hours not). Mechanisms to prevent malicious inputs
to guarantee the correctness and effectiveness of the
result without requiring disclosure of actual input
values.

e Reasoning: (1) Secret-sharing protocols outperform
boolean-centric alternatives (e.g., GC) on most lin-
ear operations. (2) Server-side deployment usually
minimizes latency for large-scale deployments.

e Related PPC feature:: [DM]: server-side; [CM]:
secret-sharing-based.

In summary, our solution selection will be protocols sup-
porting linear or addition operations, having a server-side de-
ployment, using a secret-sharing based approach, and undering
a semi-honest adversarial model.

C. S1 - Average revenue of venues: usability validation of
selected solution

Following our framework, the Prio+ [40] protocol was
selected as a promising solution to satisfy the found require-
ments. It aligns well with the requirements. Additionally,
considering the feasibility of the experiment, its open-source
and lightweight features also promote our choice. Our basic
container deployment via Docker for scenario testing is two
server instances and a cluster of individual clients. We used
the supported function: INT_SUM in Prio+ protocol 2 and
tried different max_bits (data size can be input) and different
client size (number of venues): 10/100/1000 in the parameters.
Experimental results obtained on total sent bits and total time
with different client sizes and data sizes are shown in Fig. 3,
initially demonstrating the usability of the selected protocol in
this specific “average increased revenue” scenario.

D. S2 - Average earnings of performers: brief analysis

We initially analyzed scenario-related security requirements,
certain constraints, and calculation functions of the scenario
“Average earnings of performers” as follows. The second-
round proof-of-concept validation for our proposed process
and framework based on this scenario is ongoing work.

1) Scenario factor: Data ownership & confidentiality
in multi-party nature. Ensure that each CMO retains
ownership and confidentiality of their respective artists’
earnings data during the computation process.

Zhttps://github.com/KuraTheDog/Prio-plus
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Fig. 3. Experimental results obtained using the different parameter settings

2) Scenario factor: Required calculation type & func-
tion. Accurately determine the number of unique artists
across all CMOs to prevent overestimation or under-
estimation of average earnings due to duplicated data
entries.

3) Scenario factor: Resource-constrained. The deploy-
ment design should be capable of handling computations
involving numerous CMOs, some of which may have
limited computational resources.

4) Scenario factor: Robust, even in case of client failure
Ensure that the computation process remains robust and
continues to function correctly even if some clients fail.

5) Scenario factor: Regulatory and adversarial context.
Balance the need for trust among CMOs with the
potential for conflicts in a contract-regulated business
environment.

6) Scenario factor: No collusion Prevent collusion among
CMOs or servers that could lead to unauthorized access
to sensitive data.

7) Scenario factor: Performant. Optimize the compu-
tation process for operations such as summation and
averaging, which are central to revenue analysis.

8) Scenario factor: Required calculation type & func-
tion. Required calculation function: p = £ =

; N
S Yaea, .
Sistzacdi @ 345 Involved computation types: sum

Ui:l i
(addition), mean (division), and set.

VI. DISCUSSION
A. Validation: usability of framework

The carry-out of S1 “Average revenue of venues” serves as
a case study to refine our approach and inform the design of a
more comprehensive and rigorous framework. The successful
result we have had in this proof-of-concept testing shows
the feasibility and usability about finding an appropriate PPC
technology for a specific scenario through our proposed de-
sign procedure and decison-making framework. By analysing
its execution, we derive critical insights into how technical

31u: The average earning is the sum of total earnings divided by the total
number of unique artists.

4S: The total earnings of each artist is the sum of their earnings in all
associated CMOs. Assuming there are & CMOs, the set of artists in the ith
CMO is A;, and the earning of the artist a in the ith CMO is efl.

5N': The total number of unique artists is the union size of all CMO artist
sets.

features and scenario-specific requirements interact, and how
these interactions can guide future experiments and solution
design procedure development.

Practical constraints as another dimention. Through practi-
cal construction and tryout (S1: “Average revenue of venues”)
of the immature mapping framework, we argue that some prac-
tical constraints (eg., cost, trust level, resource-constrained)
cannot be neglected. It is an important factor in decision-
making of SMPC deployment model types. Also, these con-
straints usually affect the trade-off between more robust
security guarantees and limited computation/communication
resources.

Priority weighing between factors/features. Priority as a
metric can be investigated and identified by some principles
in the mapping framework. For example, in specific scenario
analysis, the priority of performance requirements will depend
on whether there exists a low-latency need (e.g., real-time
analytics). One example principle can be: For resource-limited
parties (e.g., small venues), favor lightweight protocols (Prio+)
over wide-featured but computationally heavy ones.

Technique dataset. Our experiences in music DBE scenar-
ios demonstrate that protocol mapping and selection require
careful consideration of multiple key technique features. As
a result, we plan to develop a structured dataset as an ap-
pendix for our final mapping framework. This dataset would
rigorously classify methods by key technical features: threat
security model, computing model, deployment model, support
functions, and even possible existing benchmark testing re-
sults. It would enable efficient mapping to DBE requirements
while supporting reproducible research.

Need for broader types of RQTs.. The current list of 12
RQTs (grouped under six security patterns) was sufficient for
the “average increased revenue” scenario. However, more com-
plex scenarios in DBEs may have more security concerns. The
MUSIC360 project itself includes other data flows (e.g., artist
metadata, cross-country licensing) that raise such concerns.
This suggests that our framework needs a broader and evolving
taxonomy of requirement types, which can ideally be expanded
with new domain contexts.

B. Possible contributions

This research preview highlights critical challenges in ad-
dressing complex security requirements within digital business
ecosystems (DBEs). We suggest that a unified and comprehen-
sive framework can be concluded and generalized to show the
entire mapping and linking process. The framework will be
a reference guidance for easy access and application of PPC
(SMPC) technologies for business companies in non-secure
computing fields to make DBE more powerful for private data
value investigation.

To improve our framework, the scenario-specific needs
involving security requirements, functional requirements and
other constraints will be coherently considered and then be
linked to key components in PPC (SMPC) technology. Trade-
offs and preferences between different types of these key



components in multiple technical protocols will be conducted
during the mapping and decision-making. Certain criteria and
principles will be derived, generalized and then iterated from
case validation in the research design cycle we presented in
Fig. 1 as the main part of the framework we want to propose.
The practicality and effectiveness of our proposed framework
and the framework design approach in Fig. 2 will both be
validated through proof-of-concept testing on scenarios in
music DBE using several selected PPC protocols.

C. Potential risks & Limitations

The potential risks and limitations of this research are as
follows:

1) Deployment complexity remains a significant barrier and
hard to estimate the effort needed, even for the proof-
of-concept testing, as existing PPC protocols are mostly
implemented as command-line prototypes/applications
or provided as programming libraries. Therefore, imple-
mentation difficulty and possible time cost should also
be used as one of the measurement indicators of the
proposed framework.

2) Scenarios that have multiple privacy computation re-
quirements at the same time have not been explored
enough. The real-world scenario complexity may lead
to possible protocol switching or some safety-related
considerations trade-off. Comprehensive reasoning and
mapping mechanisms need to be realized in some way
in the proposed framework and standardized interfaces
and cross-protocol compatibility may also need to be
included in the real-project implementation.

3) Our study design primarily focuses on the specific use
case within music DBE, and further validation is needed
across different domains to generalize our findings.
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